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Executive summary

Cybersecurity has gone through several changes that have presented new challenges in
recent years, complicated by the rise of cybercrime and digital warfare. With the introduction of
militarizing the space domain, it has become apparent that we must consider multidomain
concepts [See Figure 1]. Thus, the threat landscape has again shifted, and defenders must
become knowledgeable about how the cyber domain crosses into maritime, land, air, and space.
The traditional thinking of protecting enterprise systems locked away in a building is no longer.
Thus, we have the emergence of cyber warfare and cyber as a fifth domain that brings together
maritime, land, space, and air. These domains are not just for the military but the civilian sector
as well. Understanding the role of cyber and how it can be used to take advantage or secure the

remaining domains will give entities the upper hand in strategy.

Maritime

Figure 1: Multidomain Concept (Bartles, Tormey, & Hendrickson, 2017)
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The technological advancements that pave the way to the mass implementation of the
Internet of Things (IoT) and Internet connectivity to everyday devices have led to an explosion in
cyberattacks such as breaches resulting in millions of accounts being compromised. (Dawson,
Eltayeb, & Omar, 2016). Bad actors such as those focused on criminal activities regarding human
trafficking and espionage navigate these domains to circumvent law enforcement agencies
globally. We must understand how exploitation, circumvention, and defense needs to occur in a
multidomain concept. However, knowing that the cyber domain is a domain that goes through
land, maritime, space, and air can be an area that serves as a central point for realizing assured

security.

Executive Orders (EO), laws, policies, doctrine, and other directives have shaped the
landscape of cybersecurity. New EOs have been released that allow a cyber-attack with
responsive measures such as one that involves military force. Laws created that impose rights
for Personal ldentifiable Information (PIl) being breached, leaving millions of individuals
unprotected. One of these most well-known items is General Data Protection Regulation (GDPR)
as it relates to the European Union (EU) and the evolving threats with hyperconnectivity (Martinez,

2019a; Martinez, 2019hb).

Understanding the role of cybercrime and digital warfare and how they continue to play in
shaping the technological landscape is critical. These various actions change the spectrum
regarding combating nefarious actors or design errors that leave the system susceptible. As
attacks continue to rise from bad actors such as nation-states, terrorists, and other entities, it is
essential to understand the threat landscape and select cybersecurity methodologies that can be
put in place to provide adequate measures.

This document presents the work form a post-doctoral project that provides a perspective

of cybersecurity under a information science perspective. This six-month project allows to stress
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the broadly importance that information and its management (not just within the information
security context), and the urgent need to deal with cybersecurity as a societal challenge.

The document is organized in four main chapters presenting different but complementary
issues, going from high level to a more operational level: National Cybersecurity Education:
Bridging Defense to Offense, stressing the importance of societal awareness and education.
Emerging Technologies in the Fourth Industrial Revolution, stressing the importance to consider
cybersecurity issues as core ones, even to economic and production areas. Nefarious Activities
within the Deep Layers of the Internet, stressing the need to be part of digital places where
information is traded, shared and, even sometimes, created. The fourth chapter provide a few
hints and issues related with software development and test: Software Security Considerations.
A final session presents several remarks as Final Thoughts, closing the work pointing out some

of the current challenges that we are facing of.

Keywords: Cyber Warfare, Artificial intelligence, cybersecurity, workforce, risk management,

cybercrime, human trafficking, dark web, online marketplace, cryptocurrency, disinformation
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National Cybersecurity Education: Bridging Defense
to Offense

Defense Secretary Robert Gates approved the creation of a unified cyber command under the
Obama Administration that was focused on cyber operations (EUA). This organization was to
oversee the protection of government networks against cyber threats known and unknown.
Coupled with growing attacks on national infrastructure, digital theft of Intellectual Property (IP),
and election meddling has the United States government actively working to develop
cybersecurity talent. Some of the changes that have come as a result are more specialized
degree program accreditation, technical framewaorks, and policies to help usher this realization

of the need to address the shortage of talent for today’s mission.

Introduction

A significant shift in the last decade has come in the United States of America (USA).
Cybersecurity has become a topic of concern for every organization. The United States Cyber
Command (USCYBERCOM) has become one of the eleven unified commands of the U.S.
Department of Defense (DoD) (U.S. Cybercom, n.d.). The mission of USCYBERCOM is to be a
significant player in cyber operators, strategic thinking, and to be an essential player within the
warfighting domain of cyberspace (Vijayan, 2009). Other agencies have cybersecurity elements
within, such as the National Security Agency (NSA), Department of Homeland Security (DHS),
DoD, and others. However, in terms of having a direct role in cyber operations, USCYBERCOM
has the lead. The need for a combatant command focused on cybersecurity has been a talking
point for years that has finally materialized (Helms, 2015; Hollis, 2010).

There have been major offensive attacks that have been towards the United States

(U.S)) infrastructure and companies. Each week there is a new major data breach while sharing
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news of a significant shortfall for cybersecurity professionals steady climbing. U.S. institutions
are scrambling to hire faculty and develop innovative labs to attract and retain students who
want to pursue his career in cybersecurity. The Federal Information Security Modernization Act
(FISMA) report shows an alarming trend that the number of attacks increases while certain
agencies lag behind the implementation of adequate protection. Other agencies that provide
reports such as FISMA, Health Insurance Portability and Accountability Act (HIPAA), ISO
27000, and PCI-DSS Standards that overlap in areas and display gaps in others (Gikas, 2010).
Globally digital crime and cyber terrorism have run rampant. The Internet has become
the new battlefield, yet it seems the majority of players are on the defensive rather than
offensive (Dawson & Omar, 2015). As this problem continues to increase, it has the attention of
the federal government. This problem has forced national intelligence agencies to get proactive

about improving the talent pool.

Intelligence Community Degree Program Accreditation

A cybersecurity educated workforce is critical in building trustworthy systems (Schneider,
2013). To ensure this happens, the NSA sponsors two forms of the Center for Academic
Excellence (CAE). The first one is the CAE in Cyber Defense (CD), which is joint with the DHS.
There are a few designations with the CD program. The primary grouping discussed is the CD
in education at the associate, bachelor, master, and doctoral levels (Dawson, Wang, & Williams,
2018). To meet this designation at particular levels, institutions must map their courses to the
National Initiative on Cybersecurity Education (NICE) Framework and demonstrate several
capabilities. These range from having full-time academically qualified faculty to teaching
cybersecurity in other departments outside of the one that the cybersecurity program is housed
in (Dawson, Wang, & Williams, 2018; Wang, Dawson, & Williams 2019). Other required items

include an established center, a certain amount of research productivity. The CD designation is
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focused on defense and has no offensive component to it as the objective is to get the student
to be able to deter, detect, and mitigate attacks.

There are a total of 311 universities that have the CD, R, or 2Y designation. The CD
designation is for institutions that have bachelor’'s degrees and higher. There are 175 that have
the CD designation, 107 that have the 2Y designation, and 29 that have the R designation.
Additionally, 46 of the 311 universities carry the CD and R designations. Merely 17 universities
have at least one focus area that ranges from systems security engineering to policy. Only 21
universities hold the CAE in C.O. Of these, only two are DoD funded with one focused on
bachelor's degrees and the other graduate. Figure 2 displays that ten states produce
approximately half of the CAE institutions. Those states and percentages from highest to lowest
are 1) TX: 21 CAEs, 2) VA: 20 CAEs, 3) FL: 18 CAEs, 4) MD: 17 CAEs, 5) NY: 15 CAEs, 6) CA:
14 CAEs, 7) IL: 12 CAEs, 8) MI: 12 CAEs, 9) PA: 12 CAEs and 10) GA: 10 CAEs. The
percentages of the CAEs in these states are 48.1% of all CAEs throughout the entire country

and territories.
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Figure 2. CAEs Throughout the US and US Territories

When reviewing Figure 2, an analysis shows that 20 states/territories have four or fewer
CAEs. This analysis tells a story of that as it relates to cyber defense education, only a fifth of
the states is leading the charge. In contrast, a number of states are falling behind in providing
defensive education. The CO program is much smaller than the CD program two differentiating
programs. The first is known as the fundamental program, and the latter is the advanced
program. The fundamental program is for undergraduate and graduate institutions that have
technical programs in computer science, electrical engineering, computer engineering, or a
combination of two or more of these programs. The advanced program has the same degree
requirements of the university to apply for the program. In Table 1, the required criterion to be

met by institutions is listed.
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Table 1. NSA Cyber Operations Standards

STANDARD | STANDARD NAME REQUIREMENT

1 Academic Content 100% of mandatory / 10 of the 17
optional.

2 Cyber Operations Recognized via Degree, Certificate Cyber operations must be explicitly

or Focus Area recognized as a focus area or
specialization and students must meet
requirements to be awarded such
recognition.

3 Program Accreditation/Curricula Review An in-person review of the curriculum is
required. The CD, 2Y, and R programs do
not require this.

4 Cyber Operations Treated as an Interdisciplinary Cyber operations concepts must be

Science integrated into the core and specialization
curriculum as appropriate.

5 Cyber Operations Academic Program is Robust and Show evidence that courses are current

Active and offered at most 18 months.
6 Faculty Involvement in Cyber Operations-related Must provide evidence of faculty work on
Research research papers, conference
presentations, and grants that focus on
cyber operations.

7 Student Involvement in Cyber Operations-related Must provide evidence of student work on

Research research papers, conference
presentations, and grants that focus on
cyber operations.

8 Student Participation in Cyber Service-Learning Must provide evidence of student

Activities participation in cyber exercises, outreach
to high schools, or community colleges.

9 Commitment to Support the CAE-Cyber Operations First application: stated commitment.

Program Renewals: 8 students and 3 faculty
members over the course of the 5-year
designation window.

10 Number of Faculty Involved in Cyber Operations Minimum of two faculty actively teaching

Education and Research Activities cyber courses.

The differences with the fundamental and advanced criterium are the following; Criterium

1: 100% foundational, 60% core, two specializations, and Criterium 9. Within the 5-year

designation window, the graduation of either 5 M.S. or 1 Doctoral student in addition to faculty

support to the CAE-Cyber Operations Program.
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The CO option requires that programs have Accreditation Board for Engineering and
Technology (ABET) to include courses such as a higher-level programming language such as
Assembly taught. One of the significant differences in the technical depth that a program should
have. This is different as the CD programs are taught in typically less technical departments
such as business or management. Generally, when technical degree programs are housed in
the school or college of business requirements for math, programming, and science-oriented
courses are less as the accreditation that is sought does not require that. The flagship
accreditation for business schools in the Association to Advance Collegiate Schools of Business
(AACSB) International that only looks at the Management Information Systems (MIS) programs.
The MIS degree programs serve as a bridge between business and technology-focused people.
Thus the required business courses remove any opportunity for core technical courses that go

beyond the intermediate levels.

Ethical Considerations

Some institutions that teach cyber offensive content has to be sure not to cross any
ethical guidelines put forth by professional bodies. These organizations, such as the
International Information System Security Certification Consortium (ISC)2, Information Systems
Audit and Control Association (ISACA), International Council of Electronic Commerce
Consultants (EC-Council), and others, have explicit constraints. If these codes of ethics are
broken, then professional certification will be removed or barred for sitting for the examination.
Additional ethical considerations would be accepting funds from organizations with activities that
may go against the university’s mission or belief system. For example, a liberal arts college may
not want to take money for a laboratory from a defense contractor if there is a strong sense of
creating global citizens that are focused on nation-building through peaceful means. Currently,

this has not been a prevalent concern per news in the past several years.
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Adaptive Curriculum

Education has generally lagged behind compared to what is being done in the industry.
For this to be useful, universities will need to alter the lab environment to reflect recent events
that have made the news (Cheung, Cohen, Lo, & Elia, 2011). Reconfigurable labs with 24/7
access that can be deployed by a student in a virtual environment (Hu, Cordel, & Meinel, 2004).
This could give students the ability to recreate these environments themselves before a
professor or lab technician does so. Additionally, labs can be developed to incorporate
augmented reality to not only enhance the technical subject matter within the security labs but
have students perform in simulated missions targeted on real-world scenarios (Wang,
Callaghan, Bernhardt, White, & Pefia-Rios, 2018). Researchers have spent a considerable
amount of time incorporating smell and taste into computers and augmented reality

(Ranasinghe, Karunanayaka, Cheok, Fernando, Nii, & Gopalakrishnakone, 2011).

Challenges

When discussing the lack of supply for the cybersecurity workforce's demand,
universities have to be conscious of the low amount for cybersecurity faculty. Numerous
programs offer a terminal degree in computer science, MIS, or computer engineering. However,
there are few doctoral programs in cybersecurity that are housed in departments with a CAE
designation. So as universities launch programs, they may be doing so with no terminal degree
faculty in cybersecurity but preferably another technical degree with a specialization in
cybersecurity. Faculty compensation is another issue as the resource pool of qualified faculty is

low.
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Another challenge is getting more US citizens enrolled in these degree programs to
become a pipeline into federal and state cybersecurity positions. This would be essential as the
curriculum changes for teaching offensive education would be on subject matter that deals with
national security.

The US government uses the Department of Defense Directive (DoDD) 8140 as a way
to measure professional certifications; however, this does not cover academic degree programs.
(Baker, 2013). The challenge with this is that the categories are mainly focused on management
and technical tasks that focus on activities around defense. The NICE Framework is broken into
the following seven categories: 1. analyze, 2. collect and operate, 3. investigate, 4. operate and
maintain, 5. oversee and govern, 6. protect and defend, and 7. security provision (Newhouse,
Keith, Scribner, & Witte, 2017). Out of all these categories, the only one that comes close is
analysis, but reading the language is heavily focused on cyber intelligence activities. The

Framework is lacking an actual offensive security role breakdown.

Need to Develop an Offensive Security Workforce Framework

There is a strong need to develop a framework for an offensive security workforce. This
framework would mirror what the NICE Cybersecurity Workforce Framework is. Positions would
be flipped to an entirely aggressive nature where the role is to be on the offensive rather than a
primary function of defense. This would also incorporate existing professional certifications to

include developing new ones as well.
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Table 2. Example Offensive Cybersecurity Workforce Framework

NICE CYBERSECURITY WORKFORCE OFFENSIVE CYBERSECURITY WORKFORCE
FRAMEWORK FRAMEWORK

Analyze Research and Analyze

Collect and Operate Intelligence, Surveillance, and Reconnaise
Investigate Reverse Engineering

Operate and Maintain Engineer

Oversee and Govern Strategic and Tactical Planning

Protect and Defense Attack and Neutralize

Securely Provision Security Engineering

Development of New Skills

Students will need to develop a new set of skills rather than mastery of tools. Kali Linux,
which is an offensive security Operating Systems (OS), has been used to teach students and
employees (Beggs, 2014; Najera-Gutierrez, & Ansari, 2018). Figure 3, is an example of a
project where students had to develop an Open Source Intelligence (OSINT) Tool application.
This OSINT application was managed as a project in accordance with the DoD’s guidelines for
Earned Value (EV) (Kim, Wells Jr, & Duffey, 2003). Students working on this project not only

enhance their programming skills but learn techniques of OSINT (Bazzell, 2016).
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Figure 3. OSINT Application

It is not enough for students to learn concepts of offense but to develop their
applications. This is a method to teach students information warfare and how to carry out an
attack and understand the principles of cyber warfare (Davey, & Armstrong, 2001). Other
activities include the analysis of the data taken by the application using Python. The use of
Python, a tool for data science, shows students how powerful this language can be for
combining intelligence application development and then analyzing all captured data to show
trends (Cielen, Meysman, & Ali, 2016). To have faculty and students make this shift means
prioritizing the focus heavily on offensive means that the lab environment needs to change, and
students must become knowledgeable about war (Tzu, 2014). Understanding symmetric and
asymmetric warfare will give the learner concerning military strategy past and present (Bruneau,

& Kteily, 2017; Arreguin-Toft, 2001).
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Further Study

Further research needs to be done in how an offensive cybersecurity workforce
framework looks. This research needs to provide categories, work roles, skills, tasks, knowledge
abilities. Additionally, this framework needs to incorporate current roles for defense and offense
together. As there are identified positions open for cyber defense roles, the same needs to be

done for offensive ones.

Final remarks

Course instruction is focused on defending cyberspace and not inflicting damage.
Institutions need to move towards teaching more offensive coursework as institutions are the
places where technologists are getting their foundation. The fear of developing the nefarious
hacker needs to be removed and be replaced with a cyber professional that understands the full
spectrum of cyberwarfare. If the U.S. is to remain a key player in cyberspace, then the training
of professionals needs to change and become a new standard drastically. Since there is a lack
of citizens, there could be a fast track program similar to those who fought during the Iraq War
under President Bush in 2005 (Wong, 2005). A new framework that mirrors the NICE
Cybersecurity Workforce Framework is needed to create an offensive security education.
Establishing this will enable the U.S. to fully start building towards its offensive capability at

earlier stages such as university and high school.
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Emerging Technologies in the Fourth Industrial
Revolution

In today’s modern digitizing manufacturing landscape, new and emerging technologies
can shape how an organization can compete, while others will view this as a necessity to
survive as manufacturing has been identified as a critical infrastructure sector. Universities
struggle to hire university professors that are adequately trained or willing to enter academia
due to competitive salary offers in the industry. Meanwhile, the demand for fields such as
Artificial Intelligence (Al), data science, and cybersecurity continuously rises with no foreseeable
drop in demand in the next several years. This results in organizations deploying technologies
with an inadequate staff that understands what new cybersecurity risks they are introducing into
the company. Examined are how organizations can potentially mitigate some of the risks
associated with integrating these new technologies and developing their workforce to be better
prepared for looming changes in technological skill need. With the over a 10% growth in
organizations deploying Al, the current cybersecurity workforce needs are over half a million. A
struggle to find a viable workforce this research paper aims to serve as a guide for Information
Technology (IT) managers and senior management to foresee the cybersecurity risks that will

result from the incorporation of these new technological advances into the organization.

Introduction

In the Gartner’s 2019 Chief Information Officer (CIO) Agenda survey, demand for Al
implementation within businesses grew from 4% to 14% (Goasduff, 2019). This survey
represented over 80 organizations and 3,000 respondents, which shows the transition to a new
era in IT as digitalization continues quickly (Gartner 2018). Meanwhile, in fields such as

cybersecurity within the United States (US), websites such as CyberSeek show over 500,000
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total cybersecurity openings with the top three titles being cybersecurity engineering,
cybersecurity analyst, and network engineer/architect (CyberSeek, n.d.). The supply of these
workers is deficient. Reviewing the cybersecurity workforce supply and demand ratio for a
national average is 2.0, while the national average for all jobs is 4.0 in the US (CyberSeek, n.d.).
Researches looked into technical skills needed, and data science management was one
of the five in the group for Industry 4.0 (Pinzone, M., Fantini, Perini, Garavaglia, Taisch,
Miragliotta, 2017). For data science management, some of the identified skills were data
storage, the cloud computing, and developing applications in languages such as Python (2017).
For this last skill, there is no mention of secure software in developing these needed data
science applications. Over seventy-five percent of vulnerable are found within the code
(Murtaza, Khreich, Hamou-Lhadj, & Bener, 2016). Nowhere in this skill needs report
summarization in the first four roles was the mention of secure use of these tools. However, in
IT and Operations Technologies (OT) within industrial automation, cybersecurity is mentioned

about data privacy, safety, and security management.

Industry 4.0

Manufacturing has undergone many industrial revolutions that have changed the ability
to produce goods, as shown in Figure 4. Technological advances have made these industrial
revolutions possible. The third industrial revolution introduced computers and automation.
Industry 4.0 is often referred to as the fourth industrial revolution in cyber-physical systems. The
need for further automation and unparalleled levels of data exchange brings about multiple
changes. These changes come in the form of Internet-enabled hyperconnected devices such as
the 10T and the Internet of Everything (IoE). This digital revolution is changing the manufacturing

industry in terms of what can be accomplished.
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Mechanization, Mass production,
water power, steam  assembly line,
power electricity

Computer and Cyber Physical
automation Systems

Figure 4. Industrial Revolutions (considering four waves)

Reprinted from Industry 4.0, by Wikipedia, June 19, 2018, retrieved from
https://en.wikipedia. org/wiki/Industry_4.0. Licensed under CC Attribution-ShareAlike
License.

As many industries look to incorporate 10T and other Internet-enabled devices,
manufacturing is but one of them. While making this change, certain places such as the United
Kingdom (U.K.) reported eighty-five participants falling victim to cyber-attacks (Ambrose, 2018).
In the Middle East and Africa, the attacks have ranged from the leak of online dating profiles to
oil refineries in Saudi Arabia. With cyber-attacks continuing to rise from year to year, there is a

push to incorporate another sophisticated technology into manufacturing.

The Promise of Al in Manufacturing

In 2016, two reports from the White House described the promise and the future of Al as
it affects automation and the economy (White House, 2016a; White House, 2016b).

Specifically, some of the growth could be achieved by adopting technologies such as robots and
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systems that allow for massive improvements in the supply chain (White House, 2016a). The
use of Al in Industry 4.0 based manufacturing systems is still emerging, and lots of work to be
done to ensure proper development and implementation (Lee, Davari, Singh, & Pandhare,
2018). The goal is to produce more goods with fewer employed workers in the facility, which
would enable economic growth globally. The National Institute of Standards and Technology
(NIST) shows that significant advances in Al are a rise in productivity, efficient resource use,
and increased creativity. However, the downside was the negative impact on the job and

helping raise inequality.

Evolving Environments

With organizations pushing for more connectivity and resulting in more complexity
amongst hyperconnected systems, then the leadership must understand what the results are for
organizations. As the push for a competitive edge requires more data so that our data scientists
within the organization can perform statistical analysis to reveal how the information could be
harnessed for the competitive edge, it becomes essential to consider the security implications of
tool adaptation. The Fourth Industrial Revolution consists of high levels of automation and
unparalleled data exchange levels with unknown security risks (Dawson, 2018).

With events such as Coronavirus Disease (COVID-19), remote work has been strongly
encouraged in some metropolitan regions within the US (and across the world). This has
increased the need for social distancing to keep employees safe, remote system management,
virtual collaboration, and an expansion of cloud computing services. With systems already
poorly protected, this added layer of technical work only adds to the threat landscape.
Researchers debate how the COVID-19 crisis is challenging technology and how it could
accelerate the revolution (IEEE, 2020). The number of cybersecurity attacks has risen since the

global pandemic includes even attacks on the World Health Organization (WHO) (WHO, 2020).
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Overall, attacks rose by six times the usual levels for hacking and phishing attempts
(Muncaster, 2020). These have been felt among all industries, from manufacturing to

healthcare.

Understanding the Risks

Organizational cybersecurity risks for Al fall into three areas [See Table 3]. The first area
is people who can be associated with inadequately trained personnel. Inadequate training can
lead to falling for deepfakes and allowing authentication to rely solely on stored credentials that
another user could obtain through circumvention. Misplaced trust is yet another result of a
corporate roll-out plan that is not inclusive and does not account for issues that will come up for
those who are ultimately impacted by this technology's implementation. The second area of risk
can is in the process. There needs to be proper automation of processes that incorporate proper
security controls. If there are poor security controls in the Al to include the overall manufacturing
systems, this will increase the threat landscape. The last area of risk is technology. The
technology being implemented needs to undergo full system testing, which includes the testing
in the sandbox environment to deployment. Periodic testing needs to occur to ensure that newly
released and older Common Weakness Enumerations (CWES) do not affect the system's
security posture. However, testing falls also into the risk of the process as the organization
would need to have selected or designed a process that consists of frequent and in-depth

testing.
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Table 3: Organizational Cybersecurity Risks for Al

Area of Risk General Risk Description

People Inadequately trained personnel using
technology for operational use.

Falling for deepfakes.

Malicious use of Al.

Misplaced trust.

Improper execution of the selected process.
Mismanagement or loss of credentials.

Process Al automation of critical points for
identification, authentication, and
authorization.

Poor automation of processes that include
security.

Incorporating an incorrect security
framework.

Technology Built-in software bugs, flaws, and
vulnerabilities.

Poor interoperability of Al into systems.
Ineffective system security to safeguard Al.
Supply chain risks.

Inadequate testing.

In the area of risk, it is essential to note that people develop even the Al, so having
component developers means a lot to how the Al will ultimately behave. The design of complex
algorithms that give life to the system is solely dependent upon the skills of that engineer. For
years, people have wrestled with Al's capabilities and exactly where that would lead society
(Minky, 1982). The thing that researchers did not place enough thought into was how to equip
those ultimately responsible for the Al systems to defend them. For the staff that will manage
these manufacturing floors, it is imperative that they understand 10T and how Al ultimately
changes this ecosystem.

Currently, in the majority of industrial engineering courses, cybersecurity is not in the
curriculum, after reviewing numerous programs in managerial education, such as advanced
degrees such as the Master of Business Administration (MBA). A review of over forty MBA

programs shows that the technical coursework may have a course that deals with Information
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Systems (IS) and a small section dedicated to cybersecurity in a high-level generalized delivery.
This is inadequate and not focused enough to have those insights on future challenges.

Training is another critical factor in executing organizational processes regarding
technology (Umble, Haft & Umble, 2003). For any selected process to work effectively and
efficiently, those responsible for carrying out the process should have been trained and aware of
the actual processes. It will be already challenging enough to insert new changes into the
organization, but this must be done in a manner that allows retention.

For designing the Al, developing security throughout the lifecycle is vital, as displayed in
Figure 5. This means there is a need for well-defined requirements and interactive testing of
software. Doing this allows for proper inspection of the code to ensure there are no backdoors,

dead code that allows for exploitation, or hidden malicious programs.
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Figure 5: Secure Software Development Process

Technology has been identified as the final area of risk to address. As managers and

senior leader leaders wish to add these technologies, several things can be done. The supply
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chain and the acquisition of systems is a risk within technology. Not knowing the origin of a
particular piece of code or hardware poses a risk as the quality or security of that specific item
may create a vulnerability for the more extensive system. Imagine the actual algorithm being
developed by a nation-state that ends up rerouting critical data or causing a catastrophic event

at a facility such as fire due to overheating.

Importance of Manufacturing in U.S.

As of February 2019, an EO issued maintaining leadership in Al (Trump, 2019). It calls
for promoting Al research and innovation while protecting American Al. At the same time, Putin
wants to be the global leader for Al and use it in Al-driven asymmetric warfare (Polyakova,
2019). However, after investigating the investments in Al, Russia falls far behind countries like
China. Countries are scrambling to ensure they are global players in Al with significant
investments, while Nevertheless, cybersecurity attacks on the manufacturing industry could be
devastating.

The U.S. Bureau of Economic Analysis (BEA) data from 2010 to 2019 shows the gross
output for multiple industries. In Figure 6. The industries evaluated are the following: 1.
Manufacturing, 2. Agriculture, forestry, fishing, and hunting, 3. Educational services, health care,
and social assistance, 4. Construction, 5. Utilities, 6. Transportation and warehousing, 7.
Mining, and 8. Information. The year 2019 shows manufacturing being 16.57% of total gross
output (U.S. Bureau of Economic Analysis, 2020). In 2018 that percent was 16.98%, 2017 was
16.86%, 2016 was 16.9%, and 2015 was 17.73% (U.S. Bureau of Economic Analysis, 2020).
This data provided by the BEA shows that manufacturing is significant to the gross output for
the U.S., meaning that if this industry becomes under attack, it could result in catastrophic
events such as loss of critical IP, manufacturing output, and overall lower gross output that

would lower the total output by an estimated 16%.
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Gross Output by Industry
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Figure 6: Gross Output by Industry (U.S. Bureau of Economic Analysis, 2020)

Final remarks

Today’s modern manufacturing loT environment requires organizations to manage
expectations and risks as they relate to cybersecurity effectively. Organizations need to
consider how they fully utilize technologies such as data science while protecting the data that is
being analyzed. We examined some risks associated with organizational uses for Al.
Understanding cyber defense and cyber offensive viewpoints may yet provide some insight into
how organizations should conduct tests to review the threat landscape (Dawson, 2020).

They were identified three areas of risks that need to be managed for implementation of
Al into Industry 4.0. Reviewing data from BEA proves the significance of manufacturing in the
U.S. industry to include the impact of the cybersecurity vulnerabilities that are not managed

appropriately. The conclusion is that as the increased use of Al in critical industries such as
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manufacturing, it is essential to ensure that proper security controls are in place to thwart any

possible threat, whether internal or external (Gill, 2019).
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Nefarious Activities within the Deep Layers of the

Internet

Cybercrime affects multiple areas of society with nefarious activities ranging from human
trafficking to illegal arms sales. The Internet has allowed some nefarious activities to be revived
as others have emerged in this new age. In turn, this has become a national security issue for
countries as this requires resources to combat this evolving threat. These activities include
undermining legitimate services that provide government services to its citizens, such as
passport, national identification, tax services, and more. This session introduces some of these

activities, enabling readers to understand this digital criminal world further.

Introduction

The Internet has allowed for many technological advances that have brought forth
positive outcomes. In retrospect, the Internet has also allowed for criminal activities to flourish.
Moreover, while both positive and negative effects are expected, the use of the Internet by a
criminal organization, nation-states, terrorists, extremists, and others finds another means to
market their illegal activity. As the introduction of the technological phenomenon is no longer
seen as a luxury but rather a basic need in some parts of the world (Reglitz, 2020; Greenwood,
2013). However, some nations heavily regulate Internet activities under the umbrella for
terrorism, maintaining a political stronghold, censorship, or enforcement of that country’s
religious laws (Ayalew, 2019; Deibert, 2009). A handful of nations have been known to engage
in censorship, such as China, Iran, and Saudia Arabia, to name a few (Deibert, 2009).

Meanwhile, more countries have been known to use the Internet to target political dissidents
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such as Cuba, Ethiopia, Eritrea, Gambia, Morocco, North Korea, Russia, and more (Committee
to Protect Journalists, 2020). Even with this mentioned censorship and oversight, illicit activities
remain on the rise through the Internet.

In recent years, police and other law enforcement organizations have shut down pages
that advocate prostitution. Originally websites such as Craiglist were known for the infamous
ads that asked for donations in exchange for time (Hemmingson, 2008). This was the beginning
of a new age for sex work, which took prostitution off the streets and created an atmosphere
where the buyer could purchase a wanted service online (Cunningham & Kendall, 2011). From
Craigslist, Backpage became the new marketplace for sex with a sophistication, unlike others.
Sites alike followed to assist in identifying law enforcement masquerading as prostitutes to
warm others before they finalized an arrangement. This included keywords, emojis, and code
talk that avoided communicating in a manner that didn’t incriminate them. Other measures that
modern computing platforms had using cloud services that were used as an untraceable
telephone, voicemail, and text messaging. Previously, a telephone number could be used to
identify a person. Still, with Google Voice services, this allowed people to create an email and
cloud-based telephone service to avoid using their actual provider. And if confronted by law
enforcement, it was easier to hide the number with removing the application or now having the
cloud service forward the call to their phone. In turn, this made it challenging for law
enforcement entities to use that as a sure means to locate the person providing services as now

individuals could screen potential customers.

Human Trafficking

Websites such as Backpage were not only known for prostitution but human trafficking.
Encrypted currency such as Bitcoin has allowed for illegal transactions of human sales to

remain undetected and nearly untraceable (Portnoff, Huang, Doerfler, Afroz, & McCoy, 2017).
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And even when the Federal Bureau took down Backpage for Investigation (FBI) shortly after
similarly named sites popped up. Thus, taking down the page served only as a quick win as one
can use cached pages and repost information used previously.

For those involved in more sophisticated methods, the Dark Web remains the best
avenue to stay undetected. As hyperconnected systems create a unique problem solving this
matter becomes complex (Martinez, 2019). This means that when users have multiple social
media pages, I0T devices, public information, and data revealed through breaches, it allows
someone to become a target through careful analysis of that information. Unprotected and
uncontrolled data enable an attacker to target entities through careful selection (Martinez &
Dawson, 2019).

Social media pages such as Facebook, Instagram, Twitter, and others create an
environment that enables personalized social engineering (Stewart & Dawson, 2018).
Information such as a birth month, home address, location, and even a public network allows an
attacker to begin working on exploitation techniques. These can be in the form of someone
carefully selecting a target to a third-party having access to the account through a developed
application in which a user has granted rights to their information to use it. Researchers have
looked at what factors lead to gullibility in an individual faced with social engineering threats
based on personality traits. For human trafficking, it has been uncovered that some tactics are
through the promise of work overseas with the hopes of escape from an oppressive or

dangerous environment.

Online Marketplace

While human tracking has mostly moved to the Internet, so has other illicit activities such
as the purchase of narcotics, government documents such as USA driver licenses, passports

from multiple countries, and services such as contract killers. Former sites such as the Silk
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Road served as a crypto market for illegal drug trading until it was closed two years later
(Maddox, Barratt, Allen, & Lenton, 2016). Since Silk Road has been taken down, numerous
pages have taken its place. Furthermore, the problem with shutting down the operations on
these pages is that the Dark Web consists of unindexed pages that are not found using an
everyday browser such as Firefox, Chrome, or Internet Explorer. To even access these Dark
Web pages, The Onion Router (Tor) is required to be installed in the system. Figure 7 displays a
screenshot of an onion page accessed with the Tor Browser using Hidden Wiki to locate the
page. The Hidden Wiki serves as a guide to pages on the Dark Web to be accessed, describing

its service (Sinha, 2017).
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Figure 7. Example of Online Marketplace on Dark Web

Sites such as USfakelDs provide their customers to purchase a driver’s license from any
state. These licenses are advertised as being near authentic to including the hologram. This site
could serve underage teens in the purchase of alcohol, illegals who require proper

documentation, or individuals who seek something much more sinister as maintaining an
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identity to plan a terrorist attack. Other items sold are passport, birth documents, and other
government-provided documents that are used to establish an identity on similar sites.

While the Hidden Wiki is not all-inclusive, it does provide a starting point for those getting
familiarized with the shadowy marketplace. Some sites that provide auctions and other services
require Bitcoin payment before giving the actual onion link. This action is to show a real desire

to participate rather than just browsing a storefront of illegal services and goods.

Navigating the Dark Web

The Dark Web requires Tor Browser to be installed on the system. While installing the
browser allows someone to be safe, the other issues remain around the privacy of an Internet
Service Provider (ISP) viewing activities. So the installation and the use of additional services of
Virtual Private Network (VPN), encryption, and other security tools to altogether cloak activities
is recommended. If the user uses Ubuntu or another Debian based Linux distribution, then
installing the necessary Personal Package Archives (PPAs) must be done through the

Command Line Interface (CLI). After that typing, the below installs and runs Tor.

sudo apt update

sudo aptinstall torbrowser-launcher

Once Tor Browser is installed, then in the CLI typing torbrowser-launcher will launch Tor.
Navigating to show the application, then one could locate the application as well. OSs such as
Kali Linux and Tails have a number of these applications prebuilt. These OSs can do more than
navigating the Dark Web while others are developed with digital crime and cyber warfare

(Dawson & Omar, 2015).

Page: 35



Cyber Warfare Threats and Opportunities

Online Forums

Another critical aspect of the Dark Web is online forums. Countries have laws in place to
protect and provide rights, such as freedom of speech. Therefore online forums provide a
medium where people can freely share how they feel with like-minded people. This is especially
important in certain countries, where current regimes do not reasonably support information
freedom. However, alt-right groups, nationalists, and domestic terrorist groups use these forums
routinely to spread violence and hatred filled messages, and disinformation. In 2019, sites such
as 8chan were removed from their host provider as three separate white nationalist groups
posted manifestos in the forum. Pages such as 4chan and Reddit still have subthreads such as
r/pol, banned. These pages are used to spread disinformation, propaganda, and incite violent
behaviors. In social media pages, it was uncovered that Russia controlled one of the largest
Black Lives Matter (BLM) groups and used the Internet to further create a racial divide among
Americans (Jamieson, 2020; Johnson, 2019). The website 4chan has banned the politically
incorrect thread on the message board that could be found using https://boards.4chan.org/pol/
in the address bar.

Other platforms may not give into online disinformation or spread hate but instead,
inform individuals on how to obtain information for a service or good that may be deemed illegal,
such as the sale of illegally acquired credit card data or other personally identifiable information
— making the Dark Web an attractive platform for those engaged in similar activities. There are
several pages that professionals sell their services. For example, you can rent the services of a
professional hacker in exchange for Bitcoin.

Additionally, one can purchase an assassin if the need is to remove someone. Another
outlining issue is how this site can lead to the purchase of illegal or counterfeit goods on the

Dark Web.
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These activities threaten national security as they can be identified and other legitimate
credentials that allow a bad actor to navigate freely while being undetected. With gun crime high
in some US cities, law enforcement must be able to track down firearms that are used in crimes.
With 3D printed guns and gun parts, anyone can manufacture unlicensed and untraceable
weapons. One such 3D gun that started this discussion was the Liberator gun (Walther, 2015).
The federal government moved swiftly to have the file removed from the web, but hundreds of
downloads occurred before this happens. Since then, the file has been shared on selected
channels and still available today.

When discussing human trafficking, sex work is one area where women and children are
trafficked into where they work under the cloak of a legitimate business. Massage parlors have
been known to traffic people illegally.

One particular site, rubmaps, served as a forum for massage parlors and provided
detailed reviews. This site offered detailed reviews and mapped directly to the active or inactive
massage parlor. This particular site uses a .ch domain as numerous others to avoid being shut
down by the US government.

This allows a site to operate outside the legal jurisdiction of the US. Figure 8 shows the
amount of detail provided from ethnicity to which provider does what service. Other details

include operating hours, payment accepted, and if business accommodates semi-trucker.
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Figure 8. Example of Rubmaps Massage Review

Supply and Demand on the Dark Web

Prices on the Dark Web can vary. Some factors determining the costs of these illegal
assets is the type of the data being sold, the balance associated with the accounts, and the
limits of possibilities of reuse of the stolen information (Stack, 2018). The economic concept of
the fluctuation of supply and demand exists in this underground market: a set of account
credentials is going to be cheaper than purchasing IP information illegally; and newly hacked
credit card numbers will be bought for higher prices than records from breaches that happened
months ago (Ablon, 2018). Credit card account information can be purchased either individually
or in bulk (Spalevic & llic, 2017). Also, Stack suggests that there are often bundle offers
containing various types of data bundled together to provide a valuable package for identity
thieves (Stack, 2018). Specifically, Social Security Numbers (SSN) can be bought for about $1,

credit or debit cards range somewhere between $5-$100, which is on the higher end. Data from
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online accounts such as PayPal have sold for $20-$200, while driver licenses about $20, US
passports for $1000-$2000. diplomas for $100-$400, and medical records for $1-$1000 (Stack,

2018). Driver licenses sold from other countries have sold at lower rates.

Cryptocurrencies and Blockchain

One attractive payment method on the Dark Web is cryptocurrency. In recent years,
cryptocurrency has been the rave, but that has been surrounding the exploding growth in
Bitcoin's value. There are only aspirations and hopes of regulating cryptocurrencies
(Narayanan, Bonneau, Felten, Miller, & Goldfeder, 2016). In the meantime, this form of payment
is prevalent for the exchange of illegal goods and services. One researcher takes an in-depth
look into Bitcoin money laundering, exploring the negatives and positive outcomes of using
cryptocurrency (Bryans, 2014).

Even though the hype is dying down around cryptocurrency, this is still the currency of
choice to evade law enforcement (Wolfson, 2018). Among the largest unregulated markets in
the world are cryptocurrencies. Researchers estimate approximately $76 billion of illegal
activities per year, with one-quarter of Bitcoin users involved (Foley, Karlsen & Putning, 2019).
These numbers are astronomical and transforming the known black markets by enabling new e-
commerce. Currently, exchange rates are among the highest rates despite the American
political climate and economy.

There has been a movement to trace criminal activity across the Bitcoin blockchain. By
examining the blockchain activity through a process called clustering, discovering accounts
purpose uncovers what type of storefront it is linked to. For example, if an account is used to
make purchases on a Dark Web marketplace, we can begin to pinpoint appearances tied to the

same Bitcoin wallet. This action may mean the same entity also controls them. Once that entity
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becomes known, then analysis can be done to begin uncovering who that entity is through

methods such as OSINT and other forms of intelligence analysis coupled with data-driven tools.

Final remarks

The activities that were once considered in the shadows over the years were brought
into the light. For a moment, law enforcement agencies globally were able to, at the least,
understand what needed to be done and begin to use resources to combat these issues. With
the emergence of the Dark Web, and cryptocurrencies Internet-driven illicit activities have a
refuge. To effectively combat this problem, sufficient resources must be made available.
Another action is educating people early enough to become aware of safe and secure Internet
use to minimize the risk and exposure associated with their PIl. When individuals know how to
properly lock down their pages and understand how to limit their threat landscape, it will be
more difficult for predators to prey upon them.

Bad actors have shown the ability to quickly move people and goods largely undetected,
which demonstrates multiple holes in a supply chain, policing, and detecting abnormalities in a
more extensive system built to protect its citizens. However, with online websites that provide
access to various illegal products and services in an almost untraceable manner with a click of a
button, fighting these crimes is an ambitious effort. With the widespread engagement in social
media, disinformation nation-states and others alike can influence massive crowds. Through the
use of cryptocurrencies, the funds used for illegal activities become difficult to track. Internet-
driven illicit activities can undermine what governments have set up to build confidence among

its citizens to include circumventing established laws.
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Software Security Considerations

For the year 2020, it shall be the year of the global COVID-19 pandemic and the impact
this virus had on economies worldwide. This virus has spread from China to the rest of the
world, and this has effectively changed how organizations had to operate, causing them to
migrate online quickly. This rather quick transition led to organizations increasingly becoming
under cyber-attacks as they were not prepared to operate as fully virtual organizations. During
this period, many cyber-attacks were executed successfully. Some attacks were targeted to
dismantling key services while others for massive data collection.

Towards the end of December, the US underwent a serious hack that affected multiple
companies such as Intel, Cisco, and numerous government agencies (Clark, 2020; BBC, 2020).
This attack shows the far reach of offensive cyber capabilities and why it is so important to
understand the ever-changing threat landscape fully. Understanding this landscape while
actively deploying not only security mechanisms but developing security into the software

lifecycle can serve as a way to mitigate threats.

Software Testing

Software testing is a misunderstood task that can make an application vulnerable and
increase the threat landscape (Potter & McGraw, 2004). As many of the system’s vulnerabilities
are found within the application layer, testing is critical to minimizing the overall system
(Alhazmi, Malaiya, & Ray, 2007; Paul, 2016). Secure software testing is an essential task for

developing an application that is not readily susceptible to attacks. In Figure 5, a process is
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displayed that enables developers to produce code that undergoes ri.gorous testing phases

before deployment, following the Software Development Life Cycle [Figure 9].

s

Disposal Development

A

Operations / Implementation
Maintenance / Assessment

Figure 9: Software Development Life Cycle

In the requirement analysis phase, baseline requirements must be defined. All threshold
requirements must be established that need to be met. This would also include how they are
tested, such as inspection, observation, analysis, and an actual test. In the next phase, the
application or system's preliminary design goes through a secure design review. This review
goes through the requirements, expected system functionality. Once this phase is finished, the
detailed design occurs where threat modeling, risk modeling, test cases, use, and abuse cases
are developed. Only once this stage has met all criteria for moving forward, the implementation
and unit test begins. Here secure code is written and unit testing on a hardened Virtual Machine

(VM). The VM is hardened according to the environment the expected production unit will be in.
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For example, if it were the application needed to be placed into a federal system, then it would
need to complete the NIST Special Publication (SP) 800-53 Security and Privacy Controls for
Federal Information Systems and Organizations. This would mean that the VM has either low,
medium, or high-security controls applied to the VM before the test begins. Once this occurs,
static code analysis and code reviews start. Upon completion of these tasks, vulnerabilities are
discovered and then mitigated down to an acceptable level.

The integration phase would take the secure, hardened VM and perform a vulnerability
assessment, surface scan, and risk adjustment. Afterward, there are two more testing phases:
the Computer Software Configuration Item (CSCI) test and system integration and test. During
these phases, the same subtasks occur as in integration. At the end of this process, the
completed code has the possibility of achieving a status indicating it has passed through a
rigorous test regarding a yearly review unless there has been a risk introduced into the code.
The technical lead could help set what those thresholds are only if there is no industry-standard
requiring compliance. However, that lead proposes the delta requiring change that decision

needs to be documented and part of the system and software design testing process.

Sandbox Environment

Performing multiple tests in a sandbox environment allows time to discover any bug or
vulnerability before a production release. This discovery process, through rigorous testing,
minimizes the number of vulnerabilities that the end-user will have to inherit. Additionally, this
allows the application to be isolated and in a safe environment, so if something does occur, it

will not affect any other systems. Without knowing the application's full behavior in a production
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environment or one that is integrated with other methods, this sandbox would allow developers
to add in those other systems while testing them incrementally slowly. If there is a failure, it is
easy to identify the system environment or configuration in which the fault appears. Figure 10
displays how a Linux sandbox environment where Javascript source code is being tested using
a static code analysis tool. This application shows the user precisely the flaws, dependencies,
and other associated bugs. Additionally, the severity impact is also provided, which informs an

individual of this discovery's criticality and the potential damage that can be caused if exploited.

FindBugs - sample

Bug Rask Category BusPattern BugKind € Designation

KaliLinux [Running] - ©

Figure 10. Linux Sandbox Environment

This environment also allows for the proper discovery of how to successfully inject
malicious code or malware into a system. A virtualized lab can be used to teach offensive
tactics regarding penetration testing, reverse engineering, malicious code, privilege escalation,

and more (Timchenko & Starobinski, 2015).
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Emerging Computing Environments

To better deal with the emerging computing environments, frameworks need to be
implemented that are suited to handle this change. Applying a holistic cybersecurity framework
such as the Mission Framework would allow organizations seeking to establish environments
that would enable them to be successful regardless of location while examining external and
internal conditions (Dawson, 2018). This framework comprises three themes education, policy,

and technology to implement cybersecurity within an organization [See Figure 11].

Mission Framework

Figure 11. Mission Framework
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The Mission Framework allows an organization to protect their critical systems and
provides a means to develop attacks at a high level strategically. If one of the framework's
elements is not adequately met, it allows an attacker to take advantage of that. In one scenario,
an attacker can start identifying areas not being taught, such as secure low-level programming.
Then look at technologies identified by that region that has that deficiency in their education
system and begin the process of attacking targets in that region. The hope is that by targeting
companies in this, this region for that specified and concrete technology threat is that the hired
employees are not knowledgeable about identifying this threat or how to remedy this
vulnerability properly. This is weaponizing the Mission Framework to develop strategic and

tactical cyber offensive measures.

Critical Infrastructures Challenges

The cybersecurity of critical infrastructures is an essential topic within national and
international security as 16 critical infrastructure sectors touch various aspects of American
society. Because the failure to provide adequate cybersecurity controls within the critical
infrastructure sectors renders the country open to an attack that could have a debilitating effect
on security, national public health, safety, and economic security, this matter is so vital that
there is the Presidential Policy Directive (PPD) 21 Critical Infrastructure Security and Resilience
advances a national policy to strengthen and maintain secure, functioning and resilient critical
infrastructure. An organization identified as the Cybersecurity and Infrastructure Security
Agency (CISA) at the DHS has the mission to be the risk advisor for the United States (US).

Other organizations, such as the NSA, have approved a specific Knowledge Unit (KU) to
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address cybersecurity for critical infrastructures associated with doctoral-level granting
programs. To address this challenge, it is necessary to identify threats better and defend
against them while mitigating risks to an acceptable level. Only then can a nation build a more
secure and resilient infrastructure for the future while defending against present-day bad actors
as cyberwarfare, cyber espionage, and cybersecurity attacks are the modern-day threats that
need to be addressed in planning, designing, implementation, and maintenance.

With recent events from global pandemics to the shift in economic powers, many
challenges lay before us. These challenges created new adversaries and motivated older ones
to get re-engaged. Understanding these challenges will help develop a mitigation plan to avoid
these severe consequences by failing to do something. Table 4 shows the threat and gives an
example of what that threat is. This table provides insight at a high level of what organizations
will need to be aware of when deploying systems that may be inadequately secured.

Motivated hackers, hacking groups, and nation-states aim to sabotage infrastructure
systems by changing or adding code in such systems to negatively manipulate functions with
the goal of information leakage, total system failure, or system harm (Wilson, 2014). An
example of this could be a hacker injecting malware into a power grid system. With this
unauthorized control, the hacker can manipulate electrical power functions or possibly shut the
grid down. There are many dependencies when it comes to critical infrastructure working as
expected. If an attack happens on one system, it disrupts multiple other networks (Robles, Choi,
Cho, Kim, Park, & Lee, 2008).

An example of this is initially shutting down a traffic control system to disrupt vehicle
traffic flow and creating a constant traffic control system, such as keeping all traffic lights green
to increase traffic violations. Cyber attacks on water supply infrastructure systems can be
devastating, both directly and indirectly (Lewis, 2002). Presently, if hackers can gain
unauthorized control of a watergate system, they can cause flooding resulting in damages to

property and lives. Indirectly, effects can lead to sanitation and purification issues for
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neighborhoods and cities or even deny access to water for firefighters in emergency events.
Cyber attacks on electrical infrastructure systems can occur when a hacker gains unauthorized
control of an electrical power system to cause nearby blackouts/brownouts resulting in limited
access to the Internet (Lewis, 2002). This can carry over into other effects such as shutting
down traffic lights to cause traffic complications and limiting public communication channels as
Wi-Fi connection to routers that use electricity can be shut down without a proper backup

electrical source. Table 4 shows the threat, damage to occur, and example.

Table 4. Threats

A hacker 15 gaining access to a
manufacturing system that utilizes
physical feedback technology, such as
Compromising automated sensors, to track manufacturing output.
manufacturing processes leading toa | Once access is achieved, the hacker can
halt in production or employee safety | stop system processes such as Cyber-physical  [(Bracho, Saygin, Wan,
risks. manufacturing output. system Lee, & Zarreh, 2018).

Once an attack changes system
process parameters, product quality
assurance is affected by the potential | An attacker is manipulating design files (Wells, Camelio,

to bring faulty/harmful products to the |or process parameters to modify the Cyber-physical | Williams, & White,
market. quality assurance process. system 2014)

Opposing companies/countries using
Sensitive files such as product designs |such compromised information to copy | Cyber espionage,
and system processes are becoming | the competitive edge manufacturing Spyware, (Friedman, Mack-Crane,
comprised of the use of spyware. companies operate. Data theft & Hammond, 2013)

Once one manufacturing system is
compromised, other dependent
systems become Once a hacker can break into a
affected/nonoperational such as manufacturing system, other supply chain
delivery systems for the manufactured | components can be damaged. This can (Tang, Jing, He, &
products, result in product loss or damage. Cascading failure |Stanley, H. E. (2016)

Sensitive intelligence of
manufacturers subcontractors
becomes available for hackers to
understand their system specifications |Finding out who the subcontractors are in [ Cyber espionage,
better, increasing their vulnerability to |a supply chain to then find vulnerabilities | Spyware, (Friedman, Mack-Crane,
met) | attacks. on a target. Data theft & Hammond, 2013)
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In the year 2020, many attacks have occurred with those targeting critical infrastructure,
governments, and corporations. These attacks have used many tactics that include exploiting
the supply chain by uncovering the suppliers who have allowed them to enter multiple
organizations to gain access to critical information providing them unlimited data to analyze for
the future at the highest levels. This unprecedented year yet shows why cybersecurity further
needs an elevated status within the United States Government. This final section reviews some
of the largest attacks and what is to be learned from the attack.

Cybersecurity originally has been part of the US federal government to protect mission-
critical systems. The civilian sector did not consider the need nor importance of having
compliance with a cybersecurity framework or implementing basic cybersecurity controls. Until
the early 2000s, organizations slowly started to have data breached, and nation-states saw this
as a domain for warfare. This changed the landscape for cybersecurity and, ultimately, created
the new superpowers in this domain. One of the challenges globally was talent, where to find it,
how to develop it, and how to recruit it. This meant that the talent had to be first a citizen and
second loyal to the country for militaries. To make matters more complicated in countries such
as Saudi Arabia (KSA), military officers need to be at least third-generation Saudi. This rule, in
itself, makes it difficult as a significant number of tech talent are ex-pats. The number of attacks
within the Middle East and the African region was high in recent years, with approximately 94%
of companies being victims of cyber attacks in 2017 (Cisco, 2018).

In many other countries, matters are a bit more complicated. This ranges from a lack of
a national cybersecurity policy, poorly defined digital borders, and a nonexistent national
cybersecurity policy (Goel, 2020; Senol, M., & Karacuha, 2020). These items have created wide

gaps that have allowed hackers to circumvent not only authorities but to take advantage of the
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non-implementation of cybersecurity policies, procedures, and technologies that would serve as

deterrents.

COVID-19

COVID 19 has provided innumerable opportunities for those looking for easy
opportunities in 2020 (Lallie et al. |., 2020). With the rush to comply with global stay-at-home
orders and curfews, organizations were not prepared to support a mass amount of employees
working virtually to curve the rising numbers of daily cases (Xu et al. I., 2020). This meant that
organizations didn't have healthy authentication controls, cloud data encryption, and removal of
dead code or backdoors. This created an opportunity for those looking to control user accounts,
employee, and customer data.

For the individual, the security of home networks were tested (Security Magazine, 2020).
The hyperconnectivity concept proved to be a real one in were home networks had many
devices on the same network without proper security mechanisms in place home networks thus
became a target. However, due to this increase in targeted attacks, several corporate guidance
and policy were developed due to teleworking (Abukari & Bankas, 2020). In previous years,
televised examples were attackers taken advantage of baby monitors, and now it has elevated
to home security systems (Stanislav & Beardsley, 2015). The same computing system to
provide surveillance to the home now was given a nefarious actor insight into the residence's

activity.
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Election

In the 2016 election, it was determined that Russia was behind the Information
Operations (10), and active measures were successfully carried out in favor of Donald J. Trump.
This was a coordinated event where fake profiles were created to influence thought and provoke
a pre-existing bias in American society (Shane, 2017). In the recent election, it was determined
that the new troll farm was in Ghana and Nigeria targeting African Americans, creating racial
discord using current issues such as police brutality (Ward, Polglase, Shukla, Mezzofiore, &
Lister, 2020). This is a variation of Internet-enabled psychological warfare, which is targeted at
specific populations to motivate them to do a task of their choosing. This new use of
cyberattacks mixed with a form of intelligence created shockwaves in the cyber community. The
other item was the weaponization of data and how Facebook allowed this to occur, resulting in a
colossal mistrust of users' privacy (Isaak & Hanna, 2018). This action showed just how robust
data could influence others and uncover links that affect individuals' decisions to move them to

specific activities.

Supply Chain

Towards the last quarter of 2020, it was determined by multiple agencies that Russia
was responsible for the SolarWinds hack (Barrett, 2020). This has been one of the largest and
significant hacks in years as it shows the issues with the software supply chain. As the
organization responsible for the final delivery of the product has security mechanisms in place,
the same cannot be said for those in the supply chain. Thus, targeting those in the supply chain,
a higher chance of success is attained. For professional certifications that address this, there
are not many. One well-known certification that has a specific domain dedicated to this is the

Certified Secure Software Lifecycle Professional (CSSLP) from (ISC)2 (Paul, 2016). Russia
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performed what is known as a supply chain attack meaning that they comprised a trusted tool
rather than a direct attack such as exploiting an identified CWE that could have been identified
through a static or dynamic code analysis (Barrett, 2020). This highlighted the known issues that
can be used to develop targeted attacks and sneak in compromised code. However, if one were
to look at Flame and Stuxnet's problems where a Programmable Logic Controller (PLC) was
targeted among other industrial controls through a similar attack, this was expected to be a

strategic method to exploit systems in the future.

Final Remarks

With the ever-growing number of attacks, people and organizations must develop a
cybersecurity ecosystem. This ecosystem needs to include three things such as technology,
policy, and education. This ecosystem needs to be evaluated annually to ensure that it is
incorporating the latest items that affect its overall security posture. It is vital for those requiring
harsh measures to understand those three items within the Mission Framework as a starting
point to reference an attack and develop a threat landscape that allows for a successful attack.

Ongoing challenges as the ones placed by the pandemic event and the need to go with
the full spectrum of both defensive and offensive cybersecurity education, demands for more

people talent to be developed.
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